


Dark Web

Refers specifically to a collection of websites that
exist on an encrypted network and cannot be found
by using traditional search engines or visited by
using traditional browsers. Almost all sites on the so-
called Dark Web hide their identity using the Tor
encryption tool.

Deep Web

All of the web pages, or websites that have not been
crawled by a search engine, are hidden behind
paywalls or require a username and password to
access. The opposite term is “surface web”.

Dark Social

A term used by marketers to describe website
referrals that are difficult to track. Dark social traffic
doesn't seem to have a specific source, which creates
a challenge for companies that are trying to monitor
website referrals and social media activity.



Open Source Intelligence (OSINT)

Data collected from publicly available sources to be used in
an intelligence context. In the intelligence community, the
term "open" refers to overt, publicly available sources.

Social Media Intelligence (SOCMINT)

A subset of OSINT that gathers information exclusively
from social media sites. It is typically analyzed from two
layers — one, the original published content and two, the
associated metadata.



Metadata

Metadata is data about data. It’s information that's used to describe the data that's contained in something like a web page,
document, or file. A simple example of metadata for a document is author, file size, and the date created.

Metadata comes in several types and is used for a variety of broad purposes that can be roughly categorized as business,
technical, or operational.

Descriptive metadata properties include title, subject, genre, author and creation date, for example.
Rights metadata might include copyright status, rights holder or license terms.

Technical metadata properties include file types, size, creation date and time, and type of compression. Technical
metadata is often used for digital object management and interoperability.

Preservation metadata is used in navigation. Example preservation metadata properties include an item's place in a
hierarchy or sequence.

Markup Languages include metadata used for navigation and interoperability. Properties might include heading, name,
date, list, and paragraph.

It is used everywhere, by every industry, in multiple ways

Metadata availability on social media depends on each platform (e.g. hashtags on Twitter are a public form of metadata).
Metadata referring to the time/location of a photo or video is usually stripped upon upload.



v/

Investigations are being
performed with public
access to social data
(SOCMINT) as opposed
to private access (i.e.
special access granted
by a warrant).

RSSUMPTIONS

v/

It is understood that what
your organization
can/cannotdo as a
government organization
is very different from
what is theoretically
possible.

v/

It is understood that your
organization should
create a stand-alone
protocol approved by
proper legal counsel
before using any of the
tools in an official
investigative capacity.

v/

It is understood that the
state of social media is
constantly moving - what
is/isn't possible changes
on a daily basis. Any
provided information
may soon be out of date
and need to be regularly
updated.



POTENTIAL USES OF PUBLIC SOCIAL MEDIA DATA
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Situational
Awareness

Developing an
overview of an
unknown situation or
event to focus future
analysis

Q

Ongoing
Monitoring

Daily tracking of
account activity and
relevant keywords
within a topic area

e

Social Network
Analysis

Acquire an
understanding of the
social dynamics for
large-scale data to
tell you who and how
users are relating

%
@

Priority
Information
Requests

Ask a pointed
question to support
an important decision

2

Investigations

Acquire additional
information on a
person or
organization

XCK = focus of this session

L

Engagement

Analyze information
around a
communications goal
or objective to
provide engagement
and content
suggestions

@

Performance

Assess performance
effectiveness and
progress based on

defined metrics
measured against
targets
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TWI tte r still tends to be the most useful public data source for SOCMINT






Basic operational security
steps during an investigation

* Encrypt your connection
* |deally use a browser dedicated to investigations
* Keep your operating system and browsers updated

* Ensure that you are using incognito or stealth mode,
especially if you are not using the TOR browser

* Use anonymous search engines

* Use a dedicated password keeper

* Ensure your passwords are complex

* Run avirus and spyware scanner frequently

* Scan URLs you are unsure of
* Track your steps during an investigation

X
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Go ahead. Forget

PASSWORD
SAFEKEEPING

1Password.com

Alternatives:

e Zoho Vault

¢ Dashlane

¢ LastPass

* LogMeOnce

* Password Boss

Purpose: Provides a place for
users to store various
passwords, software licenses,
and other sensitive
information in a virtual vault
that is locked with a PBKDF2-
guarded master password.
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HOW SECURE IS MY PASSWORD?

It would take a computer about

42 MINUTES

to crack your password

PASSWORD
TESTING

howsecureismypass
word.net

Purpose: A great way to see
how easy it would be for
someone to crack your
password.




DuckDuckGo

QUICK
ANONYMOUS
SEARCHING

duckduck.go

Purpose: Searching quickly
without being tracked




Support privacy and freedom online.

Give today, and Mozilla will match your donation.

Explore. Privately.

You're ready for the waorld's most private browsing experience.

G Search with DuckDuckGo

PRIVATE
DARK WES
ACCESS

TOR Browser

Purpose: Useful when
anonymity is of paramount
importance. In the case of RoP it
can be used to access a TOR
compliant version of Facebook

( )



https://en.wikipedia.org/wiki/Facebookcorewwwi.onion

v 1 Humlv YOUR INDUSTRY - PRICING RESOURCES OUR REPUTATION SUPPORT GET HUNCHLY NOW!

The Only Web Capture
Tool Designed For
Online Investigations
Never Forget to Screenshot Again

Hunchly automatically collects, documents, and
annotates every web page you visit.

Great at finding cookies...

but not so good at dropping
breadcrumbs?

Online research usually starts with the "search engine
shotgun approach" — and before you know it, you've

got dozens of tabs open and no idea how you got from
AtoZ.

But interrupting your flow to endlessly copy and paste
URLSs or take screenshots slows you down.

Hunchly runs quietly in your browser to capture
each page as you go — so you never forget to capture

a link again.

CAPTURING
YOUR
INVESTIGATION

Hunchly.com
(Chrome Extension)

Purpose: Runs in the
background during your
investigation to capture each
page as you go.
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Common search techniques

Search social media

Put @ in front of a word to search social media. For example: @twitter.

Search for a price

Put § in front of a number. For example: camera $480.

Search hashtags

Put # in front of a word. For example: #throwbackthursday

Exclude words from your search

Put - in front of a word you want to leave out. For example, jaguar speed -car

Search for an exact match

Put a word or phrase inside quotes. For example, "tallest building".

Search for wildcards or unknown words

Put a * in your word or phrase where you want to leave a placeholder. For example, "largest *

world”

Search within a range of numbers

Put .. betweentwo numbers. For example, camera $50..3180

Combine searches

Put "0R" between each search query. For example, marathon OR race

Search for a specific site

Put "site:"in front of a site or domain. For example, site:youtube.com orsite:.gov

Search for related sites

Put "related:"in front of a web address you already know. For example, related: time. com

Get details about a site

Put "info:"in front of the site address

See Google's cached version of a site

Put "cache:" in front of the site address

in the

BASIC SEARCH
OPERATORS

goo.gl/4X{NUS8

Purpose: Become faster at
finding what you are looking
for.




Google

Advanced Search

Find pages with

all these words:

this exact word or phrase:
any of these words:

none of these words

numbers ranging from

Then narrow your results

by.

language: any language

region: any region

last update anytime

site or domain:

terms appearing: anywhere in the page
SafeSearch: Show most relevant results

file type any format

usage rights: not filtered by licence

To do this in the search box.
Type the important words: ur rat terrier
Put exact words in quotes: "rat terrier”
Type OR between all the words you want: niniature OR standard
Put a minus sign just before words that you don't want:
rodent, -"Jack Ausse

Put two full stops between the numbers and add a unit of measurement:
10..35 kg, £200..£580, 2010..2011

Find pages in the language that you select
Find pages published in a particular region
Find pages updaled within the time that you speci

Search one site (like wikips ) or limit your results to a domain like

.edu, .org or .go

Search for terms in the whole page. page fitle or web address, o links to
the page you're looking for
Tell SafeSearch whether to filter sexually explicit content.

Find pages in the format that you prefer

Find pages that you are free to use yourseif

GOOGLE
ADVANCED
SEARCH

google.ca/advanced
_search

Purpose: For people that don’t
have time to memorize search
operators
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SEARCH
SPECIFIC

GO gle [m[ke kujawski

News mages Maps Videos More Settings Tools
Color v Usage rights » Type v Dec. 10, 2010 Vore tools v Clear

rochester marketing social media laidig canadian lindsey kujawski

google—>search
tools—>date—>custom
range

Purpose: To effectively search
through historical Google
data. Great for finding content
that no longer appears in the
top results.
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— VERIFYING

LEGITIMACY




Search by image and find where that image appears online

Reverse Image Search R E S E H R c HI N G
-

THE HISTORY
OF A PHOTO

tineye.com

yachtingmonthly.com

Purpose: To find all the places
- - ‘ ¥ e that a particular image
appears online including the
original source (even if it was
modified)

€




® cxifdata

SUMMARY
DETAILED
UPLOAD

System
File Name
File Size
File Modify Date
File Permissions

File
File Type
MIME Type
Image Width
Image Height
Encoding Process.
Bits Per Sample
Color Components
¥ Cb Cr Sub Sampling

JFIF

JFIF Version
Resolution Unit
X Resolution
Y Resolution

Composite
Image Size

1545163355.6_jpg
223 kB
2018:12:18 15:05:21-05:00

ro=r=-r-=

JPEG

image jpeg

1200

900

Progressive DCT, Huffman coding
8

3

YCbCr4:2:0 (2 2)

1200x900

VIEWING
PHOTO
METADATA

exifdata.com

Purpose: Viewing image
metadata on the go
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An original digital photograph (Source: Hacker Factor) has high ELA values, represented by white colors in the ELA. The sections that are black

correspond to the solid white book and the black 8x8 squares in the original image. Solid colors compress very well, so these are already at their minimum
error levels.
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The original image was resaved one time. To the human eye, there is no visible difference between the original and the resave image. However, ELA
shows much more black and more dark colors. If this image were resaved again, it will have even lower (darker) ELA values.

| Ball

The resaved image was digitally modified: books were copied and a toy dinosaur was added. ELA clearly shows the modified areas as having higher ELA
values.

DETECTING
FAKE PHOTOS

fotoforensics.com

Purpose: To determine if
there were any modifications

to an image




. EMAILSHERLOCK

66,677,921 searches so far

Recent Searches

mlkekujawsk\@gma\l.(om\ Location (optional) n

Search Over 3,233,446,848 People

With the world's largest people search engine, Pipl is the place to find the person
behind the email address, social username or phone number.

REVERSE
EMAIL
SEARCH

emailsherlock.com

pipl.com

Purpose: To help determine
the identity of the email owner
through scanning other places
the email has been used
online. Also great for
discovering fraudulent emails.

€



SR CHECKING
SUSPICIOUS
LINKS

virustotal.com

automatically share them with the secur

[ www.canva.com
No engines detected this URL
URL https://www.canva.com/
f {ost www.canva.com [

Last analysis 2018-10-16 10:31:15 UTC

ADMINUSLabs AegisLab WebGuard

AlienVault Antiy-AVL

Purpose: Analyze suspicious
files and URLs to detect types
of malware, automatically
share them with the security
community.

Avira Baidu-International

BitDefender Blueliv
CSIRT Certly
CLEAN MX Comodo Site Inspector
CyberCrime CyRadar
desenmascara.me DNS8
DrWeb Emsisoft

Forcepoint ThreatSeeker

FraudScore
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© c-
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2. EE— BREAKING
NEWS
VERIFICATION

snopes.com

Top Fact Checks on Snopes.com

Fa eck > Politics
Has North Dakota Law Made It Harder for Native Americans
to Vote?

15 October 2018 - Critics of a series of voter ID restrictions have
provided ample evidence that the laws would disproportionately
affect Native Americans.

Fact Check > Politics
Did Trump Offer $1 Million If Elizabeth Warren Could Show
Native American Heritage?

15 October 2018 - The president denied making the offer, but video
from a July 2018 speech seemingly demonstrates otherwise.

- Purpose: To help prevent the
o s A, spread of disinformation.
B Always use this before sharing
a breaking story that is hard to

Does This Photograph Show Neo-Nazis Posing Under a

. . . . 2
Burning Swastika in Draketown, Georgia? belleve .

15 October 2018 - An extraordinary photograph from an April 2018
rally re-emerged on social media several months later.







DIGITAL
FOOTPRINT
SEARCH 1

inteltechniques.com

*Use findmyfbid.com to find an
ID number

Purpose: To search through
FB, TW, LI and find people by
name, job, location, age,
gender, their friends, the
groups they are members of
etc. Also great for managing
your own digital footprint.

€



People
Pages
Groups
Events
Posts

Photos

[

2+ Intelligence Search

Offered by: www.intel-sw.com

Search Facebook

Like

Job ¥ || Present
Relationship Status

Lives ¥ || Presant
Age is v || Greater th:

Speaks

The Alt Right
Government of Canada
Married

Ottawa, Ontario

30

Canadian French

DIGITAL
FOOTPRINT
SERRCH 2

goo. gl/X4RPbK (Chrome

Plugin)

Purpose: To search through
FB, TW, LI and find people by
name, job, location, age,
gender, their friends, the
groups they are members of
etc. Also great for managing
your own digital footprint.

€



7 Engagement ~
@cathmckenna : #CannabisLegalization
At least 10 1] Retweets 5
and at least 10 Q) replies
Q© Eengagement
Atleast 0 11 Retueets ® Location 2
atleast 10 O likes Tiwaate Mon-ta N e

and at least Q replies

0 - . FILTERING

o\ Jagmeet Singh
&P e ;

tweetdeck.com

Tzeporah Berman =
The fact is the math
Emissions from oil and gas v
to go down for Canada to do our fair
share on climate and meet our

adius 20km
00 Tweet content ~

OWiINg Tweets with videos

all Twests

landmark climate change ruling:

histaric ruling that puts ‘all world - EiufE Tweets with images n - .
Purpose: To quickly filter

Excluding Tweets

ith GIFs content based on media type,

Tweets with broadcasts

From Tweets with any media engagement ].eve]-’ geO'

Tweets with links

et fuel v 0 J 1 . . .
e - : location, etc. in real-time
to UN cIu"]ét: {:tﬂlfa;‘;:ﬂ:('?:\ise

Paris would eat up their department's ‘ k vVIITEen In any |angJage

entire annual travel budget.

ns, Canada. R included
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Add Stream

I Twitter Stream Search Keyword Lists

n Facebook Select a profile:
B Google- [ e

MR Linkedin Enter search query:

@ WordPress ‘flu shof| geocode:45.2641,-75.7216 25kmf ‘

% Instagram Show examples

] youTube

B Shared with team:

W Apps

pel @ Directions [ Traffic ¥ My Place:

Ashburn
@ Directions v £} Share 3 Save |~

20105, VA

Nearby

Herndon

Oug
" Alrpoey Accoss Ry

Morieys
Corner

20105, VA
CHantilly

Hopewell

Centreville

TWEETS
HOOTSUI™

hootsuite.com

Purpose: To locate tweets in a
specific area

Geo Location Operator

[zearch term] geocode:[latitude longitude] [radius]km

€


http://www.hootsuite.com/
http://www.hootsuite.com/
https://www.bing.com/mapspreview

g+j @tbs_canada
Canadi

[ Tweets Analytics

EX
fmj 3.5 ]
o} 708
=] 1,800 [ESES
il 2.251)
ol 2312
[ Tweet history

1 @ths_canada
30

5 Dashboard X Profile t1 Mentions & RTs

TWITTER
ACCOUNT
ANALYSIS

twitonomy.com

Purpose: To verify accounts
and better understand how
they interact and who they
influence.

€
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GEOGRAPHY
BASED TREND
DISCOVERY

trendsmap.com

Purpose: To identify real-time
trends anywhere in the world

on any language supported by
Twitter right down to city level

\
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SOCIAL NETWORK ANALYSIS (SNA) 101 |

Social network analysis (SNA) is a strategy for
investigating social structures through the use

of network and graph theories. It characterizes
networked structures in terms of nodes (individual
actors, people, pages or things within the network)
and edges (relationships or interactions) that
connect them.

A sociogram is the visual representation of these
nodes and their relationships (edges) to one
another. The colour represents community
affiliation and the size of each node represents
importance of place in the network.

Node (circle)
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Reading a Twitter Account Sociogram
Each node is a Twitter account.

oo
S
o -
Mo 1
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%o
s e o

Reading a Facebook Page-Like Network Sociogram
Each node is a Facebook page.

Edge (line) Each edge is a connection between accounts that Each edge is a page like. Pages in Facebook can like
interacted at least once with one another via a other pages. There is no change in edge thickness on
tweet. Thicker edges mean more these sociograms since pages can only like another
tweets/interactions between those accounts. page once.

Colour Accounts that have something in common are Accounts that have something in common are
generally clustered together and have the same generally clustered together and have the same
colour due to their interactions. colour due to their interactions.

Size Larger accounts tend to have more incoming tweets | Larger accounts tend to be liked by a greater

from a greater number of important accounts. The
number of followers that an account has does not
influence this number.

number of important pages. The number of
individuals who follow a page does not influence
this number.




SNA IS NOT NEW

SAME PROCESS BIGGER DATA SETS
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TIP:You can

MMessage QSearch ®logOut  @mikekujawski- export to
GEPHI

2018-10-08

8B v

USER &
HASTHAG
NETWORK
VISURLIZATION

socioviz.net

*Free version analyzes 500 of the latest tweets.
If you make a donation it allows 5000

Purpose: To quickly identify
the key influencers and
communities within a topic
area + to identify key hashtag
sub-topics

€



[[6Y mary_ng |

TWITTER
NETWORK
X EXPLORATION

analytics.mentionmapp.com

Purpose: To quickly identify
S8/ the general topics being
s»w discussed around a central
iR user or hashtag + to explore
their surrounding networks

o
m =
(7]
y &
. Q

)
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ADVANCED
SOCIAL
NETWORK
ANALYSIS

gephi.org

Purpose: This is the leading
visualization and exploration
software for all kinds of graphs
and networks. Best of all it’s
open source (FREE)

€






INBOUND LINK
— CHECKING

m root domain https: nferenceboard.ca, E

Linking Domains

Domain Authority Page Authority ! Linking Domains * Inbound Links

O L 56 8.6k :
analytics.moz.com/p

Spam Score (] for feeds and D\'DXySItESi . i
active i Export CSV

| ro/link-explorer/

Link Tracking Lists 1-50 Inbound Links

9 of 10 queries #yailable until 11/12

Anchor Text

Top Pages

Linking X Spam

i
] Anchor Text Domast ¥ seara

% Morelnfo

Poverty - Wikipedia
en.wikipedia.org/wiki/Poverty [ ""Child Poverty""

,, Purpose: Determine what
- ﬁ other web domains are linking

to the web property in
question

Calgary - Wikipedia

wikipedia.org/wiki/Ca

“the original”




Looking to get a website?

online

powered by RADIX

Q

See Website Information

Search the whois database, look up domain and IP owner
information, and check out dozens of other statistics.

WHOIS Search, Domain Name, Website, and IP Tools

Q Your IP address is 72.138.24.254

A web Hosting £} Website Builder & SSL Certificates

Build your identity with .online
Register it now for $3.99

©

On Demand Domain Data

Get all the data you need about a domain and everything
associated with that domain anytime with a single search.

name.com

Promo code

®

Register Domain Names

Find a domain with the best domain registrar on the web. Start your
domain search at Name.com.

DOMAIN
OWNER
RESEARCH

who.1s

Purpose: Determine who has
registered a particular
domain. Useful for finding
hidden contact info.
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INTERNET ARCHIVE  Expiore more than 327 billon web pages saved over time

mnuﬂﬂﬂumﬂﬂ"mﬂ hitp: .mikekujaws

Is the Wayback Machine useful te you? Then keep it growing. Your gift matched today!

Saved 227 times between January 12, 2008 and February 24, 2018,

. |‘. T | u]ﬁ[““hdlh. IL aill e L.,

1996 1997 1999 2000 2002 2003 2004 2005 2007 2008 2003 2010 201 2012 2013 2014 2015 2016 PoNRldl 2018

3

TRAVELING
BACK IN TIME

http://archive.org/web/

Purpose: Finding old and/or
deleted web properties
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TIP:You can SEHRCH

export to

Excel + add TREND DHTH.

exclusion
terms

trends.google.com/tr
o ends/explore

|y 11 how long does weed stay in your pee

vest canr

Purpose: To determine how
and when people search for a
specific topic

Related queries

|_v 19 can you smoke weed when pregnant

€



The slides for this presentation will be made available for download.

CENTRE OF
EXCELLENCE FOR
PUBLIC SECTOR
MARKETING

CENTRE
D’EXCELLENCE

EN MARKETING
GOUVERNMENTAL

@mikekujawski



k!

¢
o

&

Yy g
v, -

.-
- .
-y

»

-
i

‘r =
» w3
s -
- ey
o
*

=

»

sy o=
il ik 2
e TN tvw};
T g ew barw brp
Wed g AW WS AT e
Zw Mew s w3 e s e o e e £
s . } S T - e g e L
PR g e e e - A P R Y & e W STRN i T e
“a

T W SR SN R SR TN e e
g bp e mlon @n T ve L e iy b o
n %y WS Wy v v iy 4

g P W m e e ey "
L e B 8 S TR B g TR R
TR N Y TV yve









